Technology Safeguards in Your Home



About Your Presenter

* Author of “Cyber Safety: Maintaining
Morality in a Digital World”

* CTO for multiple security companies
 Computer Forensics and Internet Filtering

* 3 U.S. Patents for security software
* 25 years in software development
B.S.in C.S from UVU, MBA from BYU
* Currently CIO for Merrick Bank

* Married for 28 years, father of 4
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Apostolic Blessing

“100 years ago, people still traveled by
horse and buggy... There was no air
travel, no E-mail, no fax machines, no
Internet. There has been an explosion of
secular knowledge. | believe that

of

intelligence

The new century will bring exponential
advances in that treasury.”



Apostolic Warning

Today | raise an

about the potentially stifling,
suffocating, suppressing, and
constraining impact of some kinds of

cyberspace interactions and experiences
upon our souls. ...




1. Carefully
determine what
technology you
will keep in your

home
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Five Home Technology Sateguards

2. Keep devices in 3. Have a device 4. Filter and limit
public areas curfew device access

v O 2

5. Regularly
monitor and
discuss device
activity




We Are More Connected Than Ever
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Things at home that connect to the Internet

* Laptop
Computers * PC




Things at home that connect to the Internet

* Smartphones

Mobile * Tablets

Devices * iPods
Handheld Gaming Devices




Things at home that connect to the Internet

Streaming .
d OKU

Media e Chromecast
e Apple TV
 Amazon Fire TV

Players




Things at home that connect to the Internet

Smart TV’s

Gaming Consoles

Smart DVD/Blu-ray Players
Cable and Satellite receivers

xfinity




Install Filters

We must also act to

. Parents install alarms to warn if
their household Is threatened by
smoke or carbon monoxide. We
should also install protections

against , protections
like




Types of Internet Protections

Whole Home Protection Device Protection

(Everything connected to home WiFi) (Each device has installed software)

Protects device no matter how it

© All types of devices are protected ©
connects to the Internet
© Need to setup just once © Very granular protection
® Software not available/supported for

Does not always protect device when EVERY device

connected to cellular data or another :
® - . Each device has to be setup and

WiFi location ®

configured individually




Device Protection




Types of Internet Protections

Service Settings

(Provided by service provider)

© High confidence

© Already included and easy to setup

Generally non-customizable, and often
too restrictive




Service Protection

Internet




Some Tools I Recommend ©

Initial Cost | Subscription Fee Additional Info

$0 S0

SO S60/yr (5 devices)

SO $180/yr (family)

SO SO Remember to password protect the router
S49 SO Monthly fee for cell data coverage
S99 SO Monthly fee for cell data coverage

SO SO Very good; easy to disable

SO SO Good; false positives; easy to disable

SO SO Good; strict filter includes “unrated”

SO S0 - S5/mo Fair; false positives; often subpar




Google SateSearch
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Search Help
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Google SafeSearch

4 & https://www.google.com/preferences?hi=en&fg=1

Google

Search Settings

Search resuits
Languages
Help

SafeSearch filters

SafeSearch can heip you block inappropriate or explicit images from your Google Search resuits. The
SafeSearch filter isn't 100% accurate, but it helps you avoid most violent and adult content.

'k Turn on SafeSearch  Lock SafeSearch

Google Instant predictions
When should we show you resulls as you type?

o Only when my computer is fast enough
Instant is currently on for web search. Manually change it below

Always show Instant results
Never show Instant results

Google Instant shows 10 results

Spoken answers
When you search by voice, should we speak the answers aloud?

o Speak answers for voice search
Just show text

Where results open




YouTube Restricted Mode
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YouTube Restricted Mode
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Netflix Parental Controls

www.netfiiecom/browse
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Netflix Parental Controls

[ (www.netflix.com/YourAccount

Browse « ( - '« Walkers «
i

2 Screens + [HD] Change plan

Your plan price is guaranteed through at least May 9, 2016.

No DVD plan
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I n My List

Redeam
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Netflix Parental Controls

hittps: ffwwaar.netflix.com/pir

Browse =

Q Search

,,'. Walkers «

Parental Controls

Parental Control PIN (4 digits)

Your PIN is required for anyone to watch content above the selected lavel,

1 2 3 4

PIN Protection Level
Content for Adults and up protected by PIN.
[ L - i

“ Canual



Account
Billing
Coverage
Plans

Handset protection
Calling & messaging
Intemational

Family Allowances

Music & video streaming

Simple Choice plans
Prepaid plans
Web & data

Ask a question

Devices <

Community

Contact Us

Billing

Coverage

Web & data

Web Guar

0 ryanm

ya J 7

Web Guar

Web Guard is a free service which you can use to help restr

members under 18 years of age. The Primary

How it works
Web Guard helps 1o block o filter web page content, but it y
such as Instant Messaging (IM), emall, and text messages. K

not work at certain times or in certain locations, and it doesr|

Requesting sites/pages be blocked or unblock
If you'd ke certain content be biocked or unblocked, emall y
[Acontentcontrol2@t-mobile.com.

Requests are reviewed by a thrd-party vendor that maintaine}
comment on specific content concens, but we do forward al
evaluates the requests. At this time, there s no procedure to |

Adding or managing Web Guard
The Primary Account Holoer can add or remove Web Guard
settings from the PROFILE page.

f you're seeing an "Access Denied" error when trying to go t|
ine. Contact the Primary Account Holder to check the Web G

Cellular Carrier Filter

C
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Content Filters ve..u..

Safeguards & Controts »

Site feedback

Manage the content your kids can access
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Set boundaries to heip ensure your kids can view only age

c-, + Terms & Conditons >
/ Frequenty Asked Questons >

Choosing the Right Filter

Overview
Te
Children 7+ 13 "
m’ Contains little of 10 violence, no strong language. 10 T o

drug use, limiled aicohol or 1obacco use. 10

AT&T Smart Limits™

V. Bung nternet
€S Internet Home Phone Digital Life Accessones

Your family smartphone
manager™

2ty b bed $4 Fmo
el anytme. Rastr apphy

New ATAT wireless customer?

Start shopping now

Offers

Shopping Help

Try it now Login

i |



Comparison — Mobile Device Protections

J
(

)

Apple (iPhone, iPad, iPod Touch) Android (Samsung, LG, Motorola, Google, etc)
Some built-in protections for limiting websites No built-in protections for limiting
O and apps. No additional software needed for @ websites and apps.

basic website filtering.

Apple greatly limits the ability of other Extensive protections, filtering, and
@ companies to provide additional protections, O monitoring available through third-party
filtering, and monitoring. apps in the Google Play Store.



Apps

* Know the apps before allowing (safesmartsocial.com)
* Don’t trust app ratings

* App popularity doesn’t mean app safety




Protecting Gaming Consoles

www.esrb.org/about/settingcontrols.aspx

& > C | ® www.esrb.org/about/settingcontrols.aspx

RESOURCES FOR PARENTS
SETTING CONTROLS £ IR v | =
Parental controls allow parents to limit their children's video game use. Available for all current consoles, Get the free video game rating
handhelds and computers, they can be activated to block games by ESRB rating category, regulate the amount search app and read rating &
of time your child can play, and restrict access to the Internet. ; :
summaries anytime, anywhere. a

Click the following images to access guides to learn more about activating the parental controls on your game
system(s).

SEARCH ESRB RATINGS

FILTER BY:
Platform

ALL PLATFORMS -
Rating

ALL RATINGS v

PLAYSTATION® 4/ PLAYSTATION® VITA e - i
PLAYSTATION® 3/PSP® xeluding nelucing
ALL CONTENT v

RESOURCES FOR PARENTS

XBOX ONE®/XBOX 360% WINDOWS® PC


http://www.esrb.org/about/settingcontrols.aspx

Protecting Gaming Consoles
< C | ® www.esrb.org/about/parentalcontrol-xbox360.aspx

Proud member of

( ESRB) ENTERTAINMENT SOFTWARE RATING BOARD I]

INTERNATIONAL AGE RATING COALITION

ESRB RATINGS PUBLISHERS RETAILERS PRIVACY CERTIFIED
| | FAQ |
XBOX ONE
SETTING XBOX ONE PARENTAL CONTROLS VIDEO: f v

search app and read rating
summaries anytime, anywhere.

How To Set Up Parental Controls: Xbox One : Sel e Heaviden game ting E
L. e~ -

SEARCH ESRB RATINGS

FILTER BY:
Platform
ALL PLATFORMS -
Rating
ALL RATINGS v
ESRB has partnered with Monica Vila, Co-Founder of TheOnlineMom.com, for this easy step-by-step video on
how to set parental controls of the Xbox One®. Content Excluding '® Including
Follow the steps in this video, below on this page, or in the downloadable guide to the right, to help ensure ALL CONTENT -

your children can only access content that is appropriate for them.
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Caution: Kids are
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Epidemic

Now | know that there are millions of young
people in every nation who live wholesome,
good lives. But no one can blink at the fact
that across the world there is an

affecting millions of youth.

It is a sickness that comes of a
of an



Teach Doctrine

| have long believed that the
of the gospel will
than talking about behavior will
improve behavior.

The study of behavior is greatly improved
when linked to standards and to values.
Practical values, useful in everyday life, are
found in the scriptures and the doctrines

they reveal.



The “Internal Filter”
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Broadcast Yourself™




Teach

What is OK?
What to do if exposed?

Observe

Behavior Changes
Deleting Browser History

Prepare Yourself
Know how you will react
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2. Keep devices in 3. Have a device 4. Filter and limit
public areas curfew device access
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5. Regularly
monitor and
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Thank you



